
Computer Science 11 - Unit 4 

 

Inquiry Question  
What makes a password secure? Use lists, loops, and functions to design a 
random password generator in python.  
 

   

Name: ___________________________    Date: ____________  
 
 

 
 
 
 

General Instructions  
Are you sick of every website having different requirements for their passwords? Wish you 
could generate a new, complex, secure password (that you’ll never remember) with the click 
of a button? 
 
You will need to design a program that can generate a random password according to some 
specifications from the user that meets a set of requirements.  
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Materials you’ll need:  

● Pencil 
● Computer  

  
Project submission:  

Submit the completed pages of this project as well as the .py code file for your password 
generator.  

 

Design Specifications 

❏ The password should be at least 10 characters long and include at least 1 number and 
special character.  

❏ Ask the user how many special characters, numbers, and letters they want. If this doesn’t 
meet the requirements, keep asking until they provide a valid input.  

❏ The password should have letters, numbers, and other characters randomly dispersed 
throughout. For example, it should not always generate passwords in the form 
aaaaa###&& or a#&a#&aaaa.  

❏ Define and use at least one function.  
❏ Use comments to document your code and explain what functions do 

 

Bonus Options 

❏ Make use of the pyperclip library to automatically copy the password to the user’s 
clipboard.  

❏ Ensure that each password has at least 1 upper case and 1 lower case letter.  

Hints and Resources  

One of the first problems to solve related to this project is how to randomly generate a letter or 
other character when we’ve only shown you how to generate random numbers. Can you think of 
a way to map a letter to a number so that we can generate it with random.randrange()?  

One such way would be using a list to store all of the letters, and then randomly generating an 
index between 0 and the length of the list. This would work, but it saves you some typing if you 
use a string instead! Recall that indices can be used to access parts of a string. 
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https://pyperclip.readthedocs.io/en/latest/introduction.html
https://wcln.ca/mod/book/view.php?id=19222&chapterid=46567
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Will you use one string to store all of the possible characters for a password? Separate strings 
for letters, numbers, and special characters?  The choice is yours!  

You may also find yourself wanting to “shuffle” a list into random order in this project. Luckily, this 
is very easy in python with the random.shuffle() function.  

 

Questions  

One of the reasons why websites might ask you to add numbers, capital letters, and special 
characters to your password is to increase the number of passwords that a computer would need 
to try in order to guess yours.  

For example, the alphabet has 26 letters. If you needed to guess a 4 character password that 
only used lowercase letters, you would need to check 

6 26 26 26 456, 762 *  *  *  =  9  

passwords. This is because you have 26 “choices” for each of the 4 characters. That’s a lot for a 
human to manually type in, but not a lot for a computer.  

How many choices for each character are there if you can use uppercase and lowercase letters? 

 

 

How many choices for each character are there if you can use uppercase, lowercase, digits 0-9, 
and the special characters ! @ # $ % ^ & * ? as well? 
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https://www.w3schools.com/python/ref_random_shuffle.asp
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How many different 4 character passwords would you need to check in this last case? How does 
this compare to the 456,976 passwords you can make out of 4 lowercase letters?  

 

 

 

 

Now, in reality, password-hacking attacks are usually more sophisticated than just trying all 
possible combinations at random. Research the term brute-force attack and define it in your 
own words below.  

 

 

 

 

 

In this project, you needed to use at least one function. Which parts of your code did you decide 
to put into functions and why?  
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